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From breach to blackout: the
timeline of a wind farm
ransomware attack

A single unpatched firewall can take a 120 MW wind farm offline in minutes,
halting generation, triggering multi-million-pound losses and exposing
operators to severe regulatory penalties. This article traces a realistic
ransomware attack from initial breach to full recovery, highlighting
operational disruption, cascading grid consequences, financial impact and
the critical importance of proactive cybersecurity, network visibility and
incident response in the renewable energy sector.




For renewable energy operators, the
transition to digital infrastructure has brought
unprecedented efficiency gains. Smart
controls, remote monitoring and real-time
grid integration have defined the energy
transition. But they've also created a new
attack surface.

With many sites still relying on perimeter
firewalls, legacy OT systems and fragmented
responsibility, a single compromised firewall
can take a 120 MW onshore wind site offline
in minutes. Recovery takes weeks. The
financial impact runs into millions. And the
regulatory penalties? They're only going to
get more stringent.

Governments have introduced stricter
cybersecurity frameworks to protect critical
energy infrastructure, but compliance itself
now creates additional pressures. Operators
must defend against increasingly
sophisticated threats while demonstrating
measurable control over their environments.

In this article, we walk through a realistic
scenario: a successful ransomware attack on a
120 MW onshore wind site, from initial breach
to recovery, mapping not just operational

disruption but also the financial and regulatory
consequences that follow.

Day 0: entry point

Like many operational sites, this wind farm
relies on remote access for OEM diagnostics
and O&M monitoring. While operationally
efficient, this connectivity increases the
attack surface.

Centrii has found that approximately 50% of
assets assessed rely on a single firewall with
no active patching strategy and limited
network visibility. Responsibility for
maintaining that firewall often sitsin a grey
area, not clearly owned by the asset owner,
OEM or O&M contractor. Updates are often
deferred to avoid operational disruption,
making this a prime target for attackers.

When a public exploit becomes available for
the firewall model deployed at the site,
attackers scan for exposed services. Once
found, VPN credentials are extracted.

However, nothing visibly changes on site.
Turbines continue operating. Revenue flows
and dispatch commitments are met.
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In many cases, there are little to no warning
signs, apart from a possible indication on the
HMI, but the attackers now possess legitimate
remote credentials.

Day 1: establishing control

Once inside, the attackers establish command
and control across the operational network.
Without proper segmentation, they move
laterally through SCADA systems, PLCs and
RTUs controlling turbine processes, the
operator HMIs, and the Linux and Windows
servers managing the site infrastructure.

They map network architecture, identify
backup repositories and locate remote
substations. Attackers now have the capability
to alter turbine control parameters, disable
communications, interrupt dispatch signals
and encrypt supervisory systems.

Once attackers establish command and control,
they gain the ability to disrupt communications
and halt production across the site.

Day 1 to 3: containment

The first response is usually containment;
isolating the network and physically
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disconnecting the affected systems from the
internet and WAN to prevent further lateral
movement. Incident response teams are
called and damage is properly assessed.

This is where the supply chain reality hits. With
only a firewall in place, the weakest link in
most setups, containment is messy and
incomplete. The attackers have already
moved across the network and potentially
established additional backdoors or other
persistence mechanisms that allow them to
regain access even after systems are
restarted. Multiple exit points mean multiple
rebuild scenarios.

Some operators try to recover quickly by
cutting power and rebooting. Most discover
within days that the damage is more serious
than containment alone can address. Worse,
hasty reboots eliminate the log files needed
for a proper forensics audit, a critical oversight

if you don't have a Digital Forensics and
Incident Response team (DFIR) on retainer.
Getting qualified forensics expertise on site
without pre-contracted support becomes a

bottleneck that extends both recovery time
and regulatory compliance timelines.

Week 1 to 4+: reconstruction

This is when recovery timelines fracture
across the supply chain:

« Firewall rebuild and patching: depending on
the documentation you have, this can take
up to a couple of weeks, longer if the
configuration documentation is
incomplete, which it often is.

« SCADA, HMI and server restoration: once
the perimeter is secured, every critical
operational system must be completely
restored. Depending on the findings from
the DFIR team, this may mean a full
restoration, from backup, or from scratch,
rather than simple patching.

« Manufacturer engagement: the equipment
vendors need to be looped in to assist with
restoration. However, with unsupported or
end-of-life hardware, manufacturers may
no longer actively support or patch the
equipment, meaning the operator is

essentially forced into costly emergency
hardware replacements.

« Third-party coordination: if an integrator
manages parts of the infrastructure, they're
now a critical dependency. Communication
delays multiply restoration time.

With so many moving parts, the average
ransomware recovery timeline can take up to a
month, if not longer.

Financial impact

Let's talk briefly about the financial impact of
our attack. Our 120 MW onshore wind facility
has an estimated annual generation of 229.47
GWh. For our scenario, based on Centrii's risk
calculator, a cyber incident halting generation
roughly translates to:

Hourly revenue loss: £2,358
Daily revenue loss: £56,592
Weekly revenue loss: £396,077

Three-week recovery: £1.19 million in direct
operational loss
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The question for energy companies is no longer whether to invest
in cybersecurity. It's whether to invest strategically now, or manage
the financial and regulatory consequences of a breach later.

That's before accounting for:

« Balancing services penalties: when a
contracted asset goes offline
unexpectedly, grid operators impose
substantial penalties for failing to deliver
committed services.

« Reputational damage: counterparties,
investors and regulators notice. Future
contracts become harder to secure.
Insurance premiums spike.

« Incident response costs: forensics,
third-party recovery services and system
rebuilds can cost hundreds of thousands
of pounds.

For a portfolio with multiple sites sharing
common platforms, OEM software or
aggregated trading models, a single incident
compounds. It doesn't scale linearly but
cascades.

Regulatory penalties

On top of generation loss, energy operators
now face enforcement frameworks across
major jurisdictions, all converging on
mandatory cybersecurity standards with
material financial penalties.

The European Union’'s Network and
Information Systems Directive (NIS2) applies
to all essential service energy operators.
Penalties for systemic cybersecurity failures
can reach up to €10 million or 2% of annual
worldwide turnover, whichever is higher.
These penalties apply to failures to
implement required cybersecurity risk-
management measures or comply with
reporting obligations.

For the UK, NIS Regulations apply to
designated essential service operators, with
enforcement vested in Ofgem and the
Information Commissioner. Systemic
failures trigger penalties of up to £17 million
perincident.

In the United States, NERC's Critical
Infrastructure Protection standards are
enforced by FERC with daily penalties.
Non-compliance with CIP-005 (access
controls), CIP-007 (security configuration), or
CIP-010 (security event management) can
reach $1 million per day per violation.

In addition to the above, another regulatory
hurdle is that ransomware payments are
often prohibited. The UK Foreign Office, US
Treasury (OFAC), and EU authorities warn
that ransomware payments may violate
sanctions law or fund designated terrorist
organisations. Energy operators must report
demands within 72 hours and demonstrate
good faith recovery without paying. If they
circumvent sanctions restrictions, they face
criminal charges and personal liability for
executives.

This creates a paradox: regulatory
frameworks prohibit the fastest path to
operational recovery. A three-week recovery
without ransom costs hundreds of
thousands to millions in penalties and
incident response. Paying to accelerate
recovery could trigger sanctions
investigations and criminal liability.

Beyond the asset: grid-level consequences

Returning to our scenario, the attacker has
control of the wind farm and is causing
cascading effects to the grid.

We've recently seen large-scale energy
outages in Poland, the Iberian Peninsula, and
Venezuela and witnessed the widespread
disruption they cause. In each case, a localised
incident, whether cyber, weather or
equipment failure, triggered nationwide
blackouts, national defence concerns and
essential service disruptions.

A single renewable asset taken offline by
ransomware might seem contained. Butina
grid increasingly dependent on distributed

resources and real-time balancing, one 120
MW system going dark can have severe
consequences.

Prevention

This scenario is preventable. Not with perfect
security, as no security is perfect, but with a
layered defence that makes the attack
economically unviable. Ifimmediate actions
are taken, such as patch management with
ownership clarity, network segmentation, 24
hour monitoring and detection, incident
response readiness and zero-trust
architecture, the vulnerable attack surface is
dramatically reduced and attackers will move
onto an easier target.

Centrii, formerly Cyber Energy, has created a
bespoke cybersecurity platform specifically
tailored for the intricacies of critical energy
infrastructure.

The Centrii Portal provides wind farm
operators with real-time visibility into OT
network security posture, automated
vulnerability assessment and continuous
compliance monitoring across various
nations’ critical infrastructure frameworks.
The portal’'s dashboards enable asset owners,
O&M providers and OEMs to identify and
remediate control gaps before they become
attack vectors.

For energy operators managing cyber risk
across distributed portfolios, this layered
approach, combining technical controls,
supply chain oversight and regulatory
compliance intelligence, transforms cyber risk
from an operational blind spot into a managed,
quantified exposure.

The question for energy companies is no
longer whether to invest in cybersecurity. It's
whether to invest strategically now, or
manage the financial and regulatory
consequences of a breach later.
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